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Editor’s note
Dear Readers,  

There can’t be a better time to come with the latest instalment of 
The InSe Journal magazine than the Cyber Security 
Month-,October. Information Security is witnessing significant 
transformation every year. New technologies keep continuing to 
play vital role in this transformation. Privacy has been the talk of 
the town since last year specially after the introduction of GDPR 
and FedRAMP compliances. GDPR keeps pushing the 
organisations to keep customer privacy in focus with its penalty 
model.  

This special edition of the magazine has a lot in store for you. 
We’re glad to share the space with Mr. Anand Prakash, founder of 
AppSecure in this edition. Anand is a well-known white hat hacker 
who has got recognition in Forbes 30 under 30 as well. Hope you 
will enjoy his interview as much we did. Apart from that, The InSe 
story has some dark hidden truths about the world of terrorism. 
Knowledge corner, breach story, news, tools and graphics are as 
usual in place to enrich your reading experience. 

We are glad to get the love and response that you all are giving 
us. Please do continue it in the same way and we’ll ensure to bring 
the best for you. For queries and feedbacks, The InSe Journal 
website is open for you 24*7. You know where you can find the 
latest instalment of the magazine. Don’t you? Yep, on Amazon 
kindle and insejournal.co.in 

Happy reading and pledge to keep security as a practise in the 
cyber security month!  

Cheers, 
Ashish Chhatani 
Founder- The InSe Journal
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To create the polymorphic versions of the three shell-codes from 
shellstorm.org We have to keep in mind that the polymorphic version should 
not be more than 150% of the original shell-code. 

We will discuss about creating the polymorphic versions of the following 
shellcodes:


1. chmod 666 /etc/shadow

2. execve "/bin/sh"

3. sys_exit(0)


Objective

Polymorphic Shell Codes

Why Polymorphic Shell Codes?

Very often the Polymorphic shell codes are used to defeat the signature -
based Intrusion-Detection System (IDS). Assuming that the signatures in the 
IDS are capable of detecting popular shell codes, if we can go ahead and 
change the shell code with different instructions which are semantically 
equivalent, then we can defeat the signature-based IDS.


chmod 666 /etc/shadow

Here is a snippet of the original shell code.


http://shell-storm.org/shellcode/files/shellcode-566.php
http://shell-storm.org/shellcode/files/shellcode-811.php
http://shell-storm.org/shellcode/files/shellcode-623.php
http://shell-storm.org/shellcode/files/shellcode-566.php
http://shell-storm.org/shellcode/files/shellcode-811.php
http://shell-storm.org/shellcode/files/shellcode-623.php
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Let’s try to modify the instructions with the semantically equivalent instructions. 
Here is what we can do:


1. The first thing we noticed is the mov al,15 instruction that which is being 
used to store the chmod syscall in EAX. We can modify the instruction by 
storing 14 in AL and incrementing the value by 1.


2. On further analysis, we found that cdq is used to push the signing bits of 
EAX into EDX i.e to zero out EDX. After removing the instruction, the shell 
code worked properly so we eliminated cdq in our polymorphic version and 
directly push EDX in stack to store 0.


3. The other part is to modify the push instructions that stores "/etc/shadow" in 
the stack as these can be easily identified by the IDS. We took the advantage 
of arithmetic operators to push the value we want but in a different way. First, 
instead of pushing 0x776f6461 into the stack, we stored the value 
0x665e5350 in EDX and then added 0x11111111 to the value in EDX 
followed by pushing into the stack.


4. Second, we subtracted 0xefc34fe from the value stored in EDX in order to 
get 0x68732f63 followed by pushing the value in the stack.


5. Finally, we added 0xbf1ffcc to the value stored in EDX to make it equal to the 
third value being pushed i.e, 0x74652f2f.


Here is our Polymorphic version of the original chmod 666 /etc/shadow shell 
code. The original shell code was of 27 bytes and our polymorphic version is 39 
bytes. which is lesser than 150% of the original shell code.


Polymorphic Shell Codes

http://insejournal.co.in
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Polymorphic Shell Codes

execve ("/bin/sh")

Here is a snippet of the original shell code:


http://insejournal.co.in
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Polymorphic Shell codes

Now, let’s try to modify the instructions with semantically equivalent 
instructions. Here is what we can do:


1. The first thing that caught our attention is EAX is zeroed out first and then 
pushed into the stack. Later, it is also used to zero out the value of ECX and 
EDX. To reduce the number of instructions, we can make ECX zero initially 
(xor ecx, ecx) and use mul ecx instruction to zero out EAX and EDX 
respectively.


2. In order to make the hard-coded string ("/bin/sh") undetectable by the IDS, 
we will use the same concept from the previous example. We will use ESI to 
perform arithmetic operations to firstly to make that string we want and then 
we will push the value to the stack i.e Instead of pushing 0x68732f2f directly 
in the stack, we will store 0x57621e1e in ESI, add 0x11111111 to it and then 
pushing into the stack. Similarly we can add 0x5f63311 to ESI and then 
subtract 0x00000011 from it to get our next value i.e 0x6e69622f (without 
introducing NULL) and then pushing ESI into the stack.


3. Finally, since we know that execve syscall spawns another process, there is 
no need for writing the exit routing in the code. We deleted the last three 
lines are responsible for exiting the program. The shell code works perfectly.


http://insejournal.co.in


The InSe Journal    insejournal.co.in

Here is our Polymorphic version of the original execve("/bin/sh") shell code. The 
original shell code was of 28 bytes and our polymorphic version is 33 
bytes ,which is less than 150% of the original shell code. 


Polymorphic Shell Codes

sys_exit(0)

Here is the snippet of very simple original shell code:

http://insejournal.co.in
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Polymorphic Shell Codes

Since, this is a very small shell code, there are not many chances of reducing the 
number of instructions, but we can try modifying the instructions in such a way 
that they are semantically equivalent.


 
1. The first and third instructions are used to zero out the register. We can use 
the mul instruction to zero out EBX first and multiply with it. This will make EAX 
0.


2. The second instruction is moving 0x1 in EAX, the sycall number. We know that 
since EAX is zero at this stage, we can simply increment the AL register.


3. Now we can perform the syscall using int 0x80.


Here is the polymorphic version of the same shell code. Both shell codes are 8 
bytes.


http://insejournal.co.in
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We have created the Polymorphic version of three shell codes from shell-
storm.org.


Thank you and hope you had a nice time reading the article. Feel free to provide 
any feedbacks because it is always a learning :) 

About the Author

Kunal is an Application Security Engineer, currently 
working in Cloudera. He has pursued OSCP and has a 
commendable zeal towards Offensive security. He has 
been an active learner in the field and thrives to 
become long runner in the InfoSec world.

Polymorphic Shell codes
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Sign in with Apple- A new era of user privacy?

In WWDC 2019, apple announced “Sign in with Apple” feature with an eye-
catching tagline “You control your data”.  Sign in with Apple is a new 
authentication option to compete with the existing sign in providers such as, 
Facebook and Google. The fascinating part of this new authentication technique 
which created buzz among techies was PRIVACY. Apple has always prioritized 
user privacy where the other tech companies such as, Google and Facebook 
faces a lot of criticism. Although both the companies have now started taking 
privacy on a serious note, Apple always remains a step ahead when it’s the 
about data privacy. 


Even the director of Google- Mark Risher praised this new way of sign in with 
apple. He added, “It will be better for the internet”


The sign in With Apple feature has been rolled out lately to the apple users in 
iOS13, Catalina OS and ipadOS updates. Apple has asked the application 
developers who have apps in Apple App store to implement the feature in 180 
days of the release. 


Why Sign in with Apple is necessary?

Currently most of the users are using 
the authentication provided by social 
media platforms like Facebook to sign 
into the application which ultimately 
allows the developers and social 
media platform to trace user actions 
and activities which users know but 
don’t pay much attention.


Usually when a user opts to sign into 
an application using any of the social 
media provided authentication, he/she 
needs to provide a consent. A consent 
that the authentication will allow the 
app and website to share the 
information about you. Facebook and 
Google use this login information to 
h e l p w i t h u s e r t r a c k i n g a n d 
advertising.

http://insejournal.co.in
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Sign in with Apple- A new era of user privacy?

However, Apple sign in method will not be used for any of the purpose. Talking 
about privacy of sign in with apple, users will have to choose the option of using 
a randomly generated fake email address for the account. This will act like a 
postman which will deliver the emails to users’ actual accounts and will protect 
users from sharing the real email ids.


For example , ac@ic loud.com emai l ID w i l l be conver ted in to 
ei875b5mu@privaterelay.appleid.com. This newly generated raw email will be 
stored into user database and act like a firewall. The user can also chose to 
share his real e-mail ID.


To implement this securely, Apple 
used OpenId connect. It came in 
light that Apple was not following 
the best practices earlier but now 
as Sign in with Apple, came into 
use, they have covered the bases 
and used the best practises 
recommended. Basically, Apple’s 
authentication feature not only 
make the account creation 
process simple but safe as well. 
At least safer than what we have 
right now using the third party 
authentication providers.


The concept of Disposable Email Addresses is not new to the world. It is 
said that the developers can easily identify the DEAs generated using 
enough services available on the web, but the idea here is to keep the user 
data safe and sound. Even though there will be challenges in customer 
support requirement, developers need to find a way to place a features such 
as- user ID after successful sign in, using which the user can get the support 
they require.

http://insejournal.co.in
mailto:ac@icloud.com
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Sign in with Apple- A new era of user privacy?

Being an Apple user is a matter of delight as well as concern. This feature surely 
is a matter of delight for the users. They get the benefits such as, built in 
security, privacy, simpler account creation process, anti-fraud and cross 
platform. Users are winner here.


While being a developer, it is not an easy task. You must cop up the daily 
changing tech and must upgrade even though you do not want to. Sign in with 
Apple is kind of a headache for developers currently as they have to implement 
this feature if the application is available in Apple App Store. Being part of the 
Apple app store, the developers need to oblige the rules and policies 
implemented for app store. They have to provide support for the feature not only 
in iOS apps but also for web to maintain the user convenience. What if the user 
wants to log in from web rather than mobile app? For developers, this adds a 
new task for the development of the feature. Once that is done, QA and Security 
folks will be lined up as usual to increase their work. ;)


Pros and Cons

Take on Sign in with Apple

Technology has its own pros and cons. The initiative of Sign in with Apple is 
great even though it might have challenges such as, customer support, Apple’s 
take on data transparency and hard work for developers and marketing 
companies. After the introduction of compliances like GDPR, FedRamp, SOC2 
companies have started shifting the focus on privacy which is beneficial for 
users only. Users will also have less scam and fraudulent mails from untrusted 
sources. In a way or another, Sign in with Apple is a feature worth applauding for 
keeping user privacy on focus. 


About the Author

Ashish is an Application Security Engineer. He is a 
code reviewer, pen tester and learner. He loves to 
write blogs on security topics and on-going trends.
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Cyber world of terrorists

The image above might look like a security guideline group mailed by the HRs. 
However, this honest attempt at instilling sense of “security” among the 
members is done by none other than ISIS. While Uncle Sam might have all the 
means to watch all of us, there is so much he can do. Even though, the above 
image might be couple of years old but the facts are still unchanged as per the 
sources.


Here are some interesting facts about the above picture: 

- The iMessage application was declared as Moderately SAFE by ISIS inspite of 
being one of the most secured communication channel having end to end 
encryption


- Even though Telegram remains the most preferable application to 
communicate marked as SAFE, telegram informed that they will look into the 
matter by reviewing the abuse reports, none of the actions taken has stopped 
ISIS to use the platform. 


- The Whatsapp application that has an end to end encryption as well 
nowadays has been marked as UNSAFE and still remains a bad choice to 
operate for the terror organisation, ISIS. Hike, Line and WeChate which are 
having popularity in the communication apps market also remains the 
UNSAFE. 


Image-source: SITE Intelligence Group
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Since the fall of ISIS, it has resorted to lone wolf type attacks. Gone are the days 
when you need to hijack a plane, ramming a truck over a crowd is enough to 
spread the dread. Probably that’s what make ISIS so different from its peers and 
predecessors.

Rightly so, advent of social media made it easy for it to lure youths into its fold. 
Else, nothing can be enough to explain someone leaving for Syria from comforts of 
a first world country. Some explanations do exist by social scientists to understand 
such mass movement of ISIS sympathisers, but that’s beyond the scope of a tech 
blog.

Closer to home, Sri Lanka, Bangladesh have been marred by terrorism with social 
media playing a crucial part in it. Though India’s social and religious cohesiveness 
turned out to be the benchmark for western countries. With barely 100 odd ISIS 
recruits from India it proved to the world, with community based initiative and 
proactiveness of security agencies it can be prevented.

Despite such efforts, it is noteworthy to mention that there has been instances of 
social media being used to brainwash youths. 

“One Shafi Armar who was handling the media wing of ISIS had managed to 
recruit 17 people via social media. He had extensively used social media 
platforms starting from popular ones such as Facebook, Whatsapp to the 
lesser known ones Trillian, Chat Secure etc. One of the known modus 
operandi used by such organisations is to talent spot people who are 
susceptible to fall for propaganda on social media or instant messaging 
groups. Over the period of time they groom the gullible ones and gradually 
taking them into their inner circles of social media groups.”

In Bangladesh, when a café in Dhaka was met with attacks by college going 
youths, it opened the eyes of sub-continent governments, since mass shooting is 
not an everyday affair.

Cyber world of terrorists
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Their job has become easier with the introduction of WhatsApp university where 
every message is a gospel of truth. The menace of fake news is well documented 
and in the era of post truth, it doesn’t really matter whether truth prevails or not.

Then comes the state sponsored ones, China and Russia come to mind every 
informed ones. While USA owns all of our data and applications, China 
owns all of our devices. The latest Huawei fiasco though has a political angle to 
it, however China’s capabilities in cyber domain cannot be understated.

About the Author
Sidhhartha is currently serving in the department of 
Ministry of Home Affairs, Government of India. Prior to 
that, he was working as a Security Engineer in Sony 
India Software Centre. He is an intellectual who keeps 
himself updated with all sorts of knowledge be it 
Security, Social Change, Economy etc. 

Cyber world of terrorists
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Talking With the Expert: 
 ANAND PRAKASH
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Anand Prakash, the founder of AppSecure Inc has been in limelight from 

past month. The reason is again the same- bug hunting. He is a noted bug 
hunter who has identified so many security vulnerabilities in the tech giants 
such as, Facebook, Twitter, Uber, etc. This time, he is in the news again for the 
vulnerability which he reported that allows an attacker to take control of any 
user account. He has also cemented his place in Forbes 30 under 30 award. We 
are grateful to Anand for giving this interview from his busy schedule. Also We 
also congratulate him on embarking a new journey of parenthood as he was 
blessed with a baby boy in the last week. Here’s the detailed interview of one of 
the finest white hack hackers of the country- Anand Prakash!

ANAND PRAKASH  
Founder, AppSecure

http://insejournal.co.in


1. Your journey from an intern to founder of AppSecure is 
fascinating. Tell our readers about yourself and journey 
you have been through.  

Hi, I am Anand Prakash, the founder of AppSecure. I started my bug bounty 
journey in 2013 when I discovered my first vulnerability in Facebook. I was 
ranked 66th in Facebook’s hall of fame when I started. I found it more interesting 
afterward and made it into the top 3 hackers from the year 2013-16 and 5th in 
2017 worldwide on Facebook’s Whitehat list.  

I joined Flipkart in 2014 which changed my life which helped me grew up in both 
professionally as well as technically. 

The InSe Journal    insejournal.co.in

2. What was it that pushed you to pursue Information 
Security? 
The Orkut phishing hack pushed me into the security domain. My interests into 
hacking grew a lot after the Orkut incident. 

In Conversation with ANAND PRAKASH

3. What is AppSecure? What’s the goal? 

AppSecure is a cybersecurity company that helps businesses across the world to 
protect their data, reputation and brand. We provide security services as well 
solution to businesses to make their systems more safe and secure. 

4. You have been acknowledged by Forbes Asia 30 under 
30. That’s huge! How did that happen? Have you ever 
dreamt of it?

No, I didn’t know of Forbes earlier (Yes, that’s true). I received an email and I filled 
out the form that was it, I made into the list.  

http://insejournal.co.in
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In Conversation with ANAND PRAKASH

5. Which area of InfoSec domain excites you the most? 
Why? 
Application Security. I am into application security from past 5 years and have 
been learning new things every day. I see new technologies getting evolved on 
backend/frontend systems so it’s a never-ending game. 

6. As you have identified vulnerabilities in almost all the big 
tech giants such as, FB, Twitter, Uber and many more, Is 
there anything common which organisations like these are 
lacking to secure or missing the point? Also how can they 
prevent the data thefts in advance? 

These companies run bug bounty programs that invites security researchers like 
me to find bugs in their application, network, etc. I think they are already doing a 
good job by inviting ethical hackers like me to make their systems more secure. 
The issues which were discovered by me were missed in the secure SDLC process 
but were caught in the bounty program. 

7. You are one of those few bug hunters who has breached 
almost all the big orgs who are claimed to be the most 
secure ones. What advise you will give to the fellow bug 
hunters?

Nothing is 100% secure. Hacking is all about creativity. I try to break the same 
feature multiple times while figuring out loopholes in such big organizations. 

http://insejournal.co.in
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In Conversation with ANAND PRAKASH

8. The biggest challenge you have faced being a security 
researcher/expert till date.

Reporting vulnerabilities to the Indian companies is a big pain. 

9. You’ve been in the news lately for identifying critical bug 
in Uber. Do you feel pressure at times while hunting the 
bugs as you’ve got a habit of trapping a big fish every now 
and then?

No, finding bugs is my hobby. I always try to find account takeovers in companies 
which have been security audited many times in the past. Till date, I have been 
successful in finding account takeovers in Facebook, Periscope, Twitter, Uber, 
Tinder, etc. which I believe is an achievement. 

10. Your views on Certifications. Mandatory to peruse or 
not? 

I don’t think certifications are necessary to get into white hat hacking. I would 
recommend beginners to read blogs written by security researchers like Nir 
Goldshlager,  Neal Poole, Jack Finite, Frans Rosen and so on to learn security. 

11. An advice to the freshers pursuing this field. How, what 
and where they should start?  

Of course, find few more account takeovers in the big companies and grow with 
AppSecure to protect more data of startups and enterprises. 

http://insejournal.co.in
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The Open Web Application Security 
Project (OWASP) has lately released the 
TOP 10 vulnerabilities for API. APIs have 
become the key elements for development 
and are always on attackers’ radar to 
leverage its weaknesses. Top 10 flaws 
includes- Broken Object Level 
Authorisation, Broken Authentication, 
Excessive data exposure, Lack of resource 
and rate limiting, Broken Function level 
authorisation, Mass assignment, Security 
misconfiguration, Injection, Improper assets 
management and Logging monitoring. 

Recently Security Researchrers from 
Cisco identified a flaw in AMD ATI Radeon 
ATIDXX64.DLL driver which can be 
exploited by an attacker to escale the VM 
and execute code on the host. The issue is 
said to be affecting AMD Radeon RX 550 
and the 550 series video cards and it could 
be exploited only when running VMWare 
Workstation 15. This vulnerability was 
assigned CVE-2019-5049 which has a CVSS 
score of 9.0. 

OWASP releases TOP 10 API 
vulnerabilities for 2019

Memory corruption flaw 
identified in AMD Radeon 

driver

The InSe News 
Trending news of the month 
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Google has started rolling out its new 
mobile OS Android’s latest update Android 
10. Pixel, a google smartphone is the first 
one to get the update. The interesting part 
was the security features which were 
included in the latest update. Control over 
access to your location, new privacy section 
to control your app and add settings, updates 
straight from Google play to your phones 
which means security fixes will be sent 
straight to your phone from Google Play, in 
the same way your apps update. 

Popular social media platform, Facebook 
has recently announced that they have 
suspended thousands of apps from its 
developers. It is said that the step was 
followed by last year’s scandal with 
Cambridge Analytica which compromised 
more than 87 million users’s data. 
Considering GDPR pressure under privacy 
regulations, this is welcome step taken by 
the tech giant.  

Google rolls out Android 10 
with Privacy in centre

Facebook suspends 
thousands of apps after last 

year scandal

The InSe News 
Trending news of the month 
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Open CTI

OpenCTI is an open source platform allowing 

organizations to manage their cyber threat 
intelligence knowledge and observables. It has 
been created in order to structure, store, organize 
and visualize technical and non-technical 
information about cyber threats. 

GitHub: https://github.com/OpenCTI-Platform/
opencti/releases/tag/1.1.2 

Anteater is an open framework to prevent the 

unwanted merging of nominated strings, 
filenames, binaries, depreciated functions, 
staging environment code / credentials etc. 
Anything that can be specified with regular 
expression syntax, can be sniffed out by anteater. 

Currently it supports 31 APIs and services- AWS, 
Facebook, Github_client_Secret, Google_URL to 
name a few. 

Github: https://github.com/hisxo/gitGraber 

Anteater
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gitGraber

gitGraber is a tool developed in Python3 to 
monitor GitHub to search and find sensitive data 
for different online services such as: Google, 
Amazon, Paypal, Github, Mailgun, Facebook, 
Twitter, Heroku etc. 

gitGraber was originally developed to monitor 
and parse last indexed files on GitHub. If 
gitGraber find something interesting, you will 
receive a notification on your Slack channel. You 
can also use it to have results directly on the 
command line. 

GitHub: https://github.com/secdev/scapy 

Mondoo is a cloud native security and 
vulnerability risk management tool. 

GitHub: https://github.com/mondoolabs/mondoo 

Mondoo
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Oh XKCD!

Imperva faces data breach

XKCD- A webcomic popular for romance, 
sarcasm, math and language witnessed its largest 
data breach. The data breach revealed the private 
information like usernames, email ids, hashed 
passwords and IP addresses of around 562K 
users. The platform which is famous to create 
and make fun of others, has got sarcasm at the 
best level is now subject of fun for others. The 
platform was using PHP’s phpBB software and it 
is said that they were using the older version of 
the software along with weak MD5 hashing. 
Users are asked to change their passwords. 

Imperva- one of the leading cyber security 
service provider company faced a data 
breach. The data breach exposed email 
addresses, scrambled passwords, API keys 
and SSL certificates for a subset of its firewall 
users. The cloud WAF customers are advised 
to change their account passwords, enable 
SSO or change the cert details. The company 
is still investigating the issue and yet to 
provide the insights but the interesting thing 
is the company which takes care of the 
security of others, couldn’t handle its own! 
Bizarre!!   
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Period tracking apps expose 
your private data to FB

Foxit foxed!

It came into light lately that some of the popular 
period tracking apps like- Maya, Mi Calendario, 
My period tracker and few more were exposing 
your private information to Facebook.  
“The wide reach of the apps that our research 
has looked at might mean that intimate details of 
the private lives of millions of users across the 
world are shared with Facebook and other third 
parties without those users' free unambiguous 
and informed or explicit consent, in the case of 
sensitive personal data, such as data relating to 
a user's health or sex life” was reported by 
Privacy international firm of UK. Beware of 
what consent you give to the application and 
choose your application carefully because 
privacy is all that matters! Isn’t it? 

Foxit software, popular for its PDF reader 
software and has a huge customer base of 525 
million declared a data breach. The company 
informed that third parties have gained access to 
sensitive service- My Account of its software 
which contains personal information like-email, 
user name, passwords, company name, IP 
address. The company has invalidated passwords 
of all the users using that service and asked them 
to reset the password using the link which was 
sent to them.  

The breach story 
 Breach that made the headlines
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“The most important investment you can make is in 
yourself.” 

         Warren Buffett
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